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49 CFR 1520.7 states that each owner or operator of a maritime facility required to have a
security plan under the Maritime Transportation Security Act must adhere to the Sensitive
Security regulations outlined in 49 CFR 1520.5 which states that all information concerning
security programs, security directives, information circulars, performance specifications,
vulnerability assessments, security inspections or investigative information, threat information,
security measures, security screening information, security training materials, indentifying
information of security personnel, critical infrastructure information, security systems
information, confidential business information and any other information designated as security
sensitive information by the TSA or any other Federal Agency such as the USCG must be
secured and protected from unauthorized access.
49 CFR 1520.9 states that a covered person under 49 CFR 1520.7 must take reasonable steps to
safeguard SSI in that person's possession or control from unauthorized disclosure. When a
person is not in physical possession of SSI, the person must store it a secure container, such as a
locked desk or file cabinet or in a locked room. The covered person must also appropriately
mark and dispose of SSI information as outlined in 49 CFR 1520.9(a) (4-5). Covered persons
must only disclose SSI information to those with a need to know and report any unauthorized
disclosures.
According to 49 CFR 1520.11 only the following individuals have a “need to know” or are
authorized to have access to SSI information:
1.
2.
3.
4.
5.
6.
7.
8.

Any person that requires access to specific SSI to carry out transportation security activities approved,
accepted, funded, recommended, or directed by DHS or DOT.
Any person in training to carry out transportation security activities approved, accepted, funded,
recommended, or directed by DHS or DOT.
When the information is necessary for the person to supervise or otherwise manage individuals carrying out
transportation security activities approved, accepted, funded, recommended, or directed by the DHS or
DOT.
When the person needs the information to provide technical or legal advice to a covered person regarding
transportation security requirements of Federal law.
When the person needs the information to represent a covered person in connection with any judicial or
administrative proceeding regarding those requirements.
A Federal, State, local, or tribal government employee has a need to know SSI if access to the information
is necessary for performance of the employee's official duties, on behalf or in defense of the interests of the
Federal, State, local, or tribal government.
A person acting in the performance of a contract with or grant from a Federal, State, local, or tribal
government agency has a need to know SSI if access to the information is necessary to performance of the
contract or grant.
TSA or Coast Guard may make an individual's access to the SSI contingent upon satisfactory completion of
a security background check or other procedures and requirements for safeguarding SSI that are
satisfactory to TSA or the Coast Guard.
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Regarding marking and disposal of SSI information as outlined in 49 CFR 1520.9(a) (4-5), paper
records must be marked with the SSI protective marking conspicuously at the top and the
distribution limitation statement on the bottom of any front and back cover including binders and
folders, title pages and each page of the document (see example at top and bottom of this report).
Non-paper records including films, video tapes, and audio recordings as well as electronic and
magnetic records must be marked with the protective marking and distribution statement where it
will be conspicuously heard or seen.
This facility security audit was performed onsite by BSI Corporation personnel at the EnLink
Riverside Plant in Geismar Louisiana. This report will outline any deficient items noted during
this audit and outline recommended corrective actions to maintain compliance with the U.S.
Coast Guard; 33 CFR 105 requirements.
Audit Objectives:
The objective for this annual audit is to evaluate the effectiveness of the security procedures and
management controls that are in place as outlined in the approved Facility Security Plan.
Further, this audit is to ensure that this facility follows the regulatory requirements as outlined in
33 CFR 105.
Background & Review Scope:
The EnLink Midstream Riverside Dock is located at mile marker 185.5 on the Mississippi River
in Ascension Parish Louisiana. Riverside’s dock complex is subject to the 33 CFR 154 and 33
CFR 127 regulations for bulk liquid transfers by barge and ship. This dock complex has an
adjacent fractionation plant that is also subject to the Maritime Transportation Security Act of
2002 as defined in the regulations outlined in 33 CFR 105.
The regulations outlined in 33 CFR 105.415(b)(1) require the FSO to ensure an audit of the FSP
is performed annually, beginning no later than one year from the initial date of approval, and
attach a letter to the FSP certifying that the FSP meets the applicable requirements of this part.
The current FSP and security infrastructure was reviewed by BSI auditors on September 4-5,
2018 and no revisions were needed.
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Audit Results:
This audit revealed a few discrepancies that can be corrected very easily.
Also,
recommendations have been listed in this audit to improve security. The procedures and policies
put in place and outlined in the FSP appear to be working properly and effectively. Plant
Management appears to be committed to ensuring that these procedures are adhered to by plant
personnel. There are some discrepancies that are re-occurring. It is important that these items be
taken care of as quickly as possible to avoid potential compliance issues with the U.S. Coast
Guard and more importantly to prevent any possible breeches into the plant by intruders wishing
to do harm.
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Fencing and Access Controls
Deficiency # 1:
There is significant erosion underneath the fence left of the pipeline rack at the south side of the
facility. Rock or soil needs to be added to prevent unauthorized access to the facility.
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The vehicle access gate in the South East corner of the facility near the pipeline rack is eroded
and is need of rock or rebar to prevent access.
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East perimeter fence near the PGP pump pad.

Suggestions for Compliance:
Add rock, soil or rebar to prevent unauthorized access underneath the fencing in these places.
Corrective Actions:
Actions Taken: _________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
Date Completed: _____________ Signature: ________________________________________
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Deficiency # 2: Fencing Open and Unsecured
There were a few gates that were not locked and secured in the railrack area.

Suggestions for Compliance:
Both gates were secured.
.
Corrective Actions:
Actions Taken:
______________________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
Completed: ____________ Signature: ________________________________________
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Deficiency #3: (OUTSTANDING from 2015, 2016 and 2017 Audit)
The Rail Car Rack is not protected by any fencing. An intruder has direct access to the Rack and
with open gates, direct access to the entire facility.

Suggestions for Compliance:
The Rail Car Rack should have fencing around it to prevent unauthorized access. The fencing at
the contractor’s gate should be extended to go over the tracks and down the ditch to fully enclose
the Rail Car Rack. Note: Per Plant Manager, this item has been requested in the budget, waiting
for approval or denial.
Corrective Actions:
Actions Taken: _________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
Date Completed: _____________ Signature: ________________________________________
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Deficiency #4: Clearance underneath fencing.
Fencing at the TO shack is to high and needs rock or rebar underneath to prevent unauthorized
access.

Suggestions for Compliance:
Contract to have security fencing installed around Radio Tower and Skid area.
Corrective Actions:
Actions Taken: _________________________________________________________________
______________________________________________________________________________
______________________________________________________________________________
Date Completed: ____________ Signature: ________________________________________
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Facility Security Plan
The FSP was reviewed and no deficiencies were found.

Dock Area
There were no issues found at the dock area.

End of Audit Report
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